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Introduction
AtKognity,wearecommitted toprovidingall studentswithmodern andengaging
high-quality learningexperiences. This commitment is central toour visionof radically
improving learning for theworld’s 1.5billion school students. To achieveour goal,we
understand the importanceof trust in our relationshipswith students, teachers andpartner
schools.Wedeeply value the trust placed in us andarecommitted toupholding this
responsibility by rigorously protectingpersonal data.

Our commitment to You

Wearecommitted toprotecting thepersonal dataofour student and teacher users
(“PlatformData”).Our respective responsibilities concerningPlatformData are setout in our
StandardSubscriptionAgreement Termsandour PrivacyNotice, aswell as under applicable
laws.DependingonYour jurisdiction, thesemay include theEuropeanUnion’sGeneral Data
ProtectionRegulation (GDPR),Canada’s Personal InformationProtection andElectronic
DocumentsAct (PIPEDA) or theUKGDPRandDataProtectionAct 2018.

Data privacy is in our DNA

Originating in Europe,wehavea strong foundation in rigorousdataprotectionpractices. As
wehaveexpanded, our dedication to safeguardingPlatformData hasbeenunwavering. The
principlesofdataprivacy aredeeply embedded inour operations, ensuring thatwemeet the
highexpectationsofour partners andusers andcomplywith the stringent requirementsof
applicabledataprivacy laws.

https://kognity.com/wp-content/uploads/2023/01/Standard-Subscription-Terms_International-2022_1.pdf
https://kognity.com/privacy/general-privacy-notice/


The Platform Data are Your data

Tobeable to improve learningand shape the futureof education,weneed to receive and
processcertain PlatformData fromYou. The keypoint in this statement is that thedatawe
collect andprocess remain Yourdata andYou retain ownershipover thePlatformData. Under
regulations suchas theGDPR, this is commonly referred toasYoubeing thedatacontroller
whileweare thedataprocessor.

ThePlatformDatawewill need tocollect andprocess todeliver our services canbe split into
threecategories (in addition togeneral deviceor usagedata):

● Onboardingdata: basic information aboutwho is in theclassroomandwho teaches
theclass, includingnames, emails, year or graduation, subject and school

● Productgenerateddata: platformdata related tousage, including studentprogress,
usage, results, assignments, assessments andprogress and teacher comments and
feedback

● Account and support data: basic information relating toacustomer’s account and
personal information relating tocustomer inquiriesor platformsupportmatters

Our StandardSubscriptionAgreement Terms incorporate adataprocessingagreement that
outlines howPlatformDatawill be handledandprotectedbyus, aswell as ensuring thatwe
meet legal requirements.

Howwe use Your data and not

Wewill only useYour PlatformData todeliver and improveour services, provide related
support andensure secure andeffectiveoperationof the services.Wewill never sell any
studentPlatformData, use it formarketingpurposesor for anycommercial purposesother
than thosementioned just above.

Howwe leverage third-party service providers

Weareacloud-first companymeaning thatwe leveragecloud technologies to host and
provideourplatform. Thismeans thatwecandeliver our service toYou in a secure and
effectiveway. It alsomeans thatweworkwith selectedand trusted third-party service
providers (socalled subprocessors). For example in relation tohostingofour platform, in-app
support functionality and tomanageback-endsystems. A list of theseproviders from time to
time is available here, andwewill of course notify You ifwechoose toaddany subprocessors.

It goeswithout saying that weare responsible for their handlingofPlatformData.Wehave
implementedadequateoversight andcontractual obligationswith them to live up to the
requirementsofour privacy and information security program. Eachprovidermust also
continuously passour rigorous vettingprocess. If anyprovider is locatedoutsideof the
EU/EEA,weensure that appropriate transfer safeguards are implemented. Youcan seewhat
safeguards apply in the listmentionedabove.

Data subject rights - we got You
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https://kognity.com/wp-content/uploads/2023/01/Standard-Subscription-Terms_International-2022_1.pdf
https://kognity.com/privacy/subprocessor-list


As requiredbyGDPRandsimilar laws,wehave implementedprocedures andprocesses to
allow for our users toenjoy their data subject rights, including the right to access, correct,
delete and restrict theprocessingof their PlatformData. As thePlatformData areYourdata,
however,wewill askYouhowYouwant us toproceed ifwe receive any requestsdirectly from
auser.

Data security is key

Wefirmlybelieve thatprotectingYour PlatformDatabeginswith keeping thedata secure.
Hence,wedeploy acomprehensive information security program toprotect all aspectsof
Your PlatformData. Theprogram isbasedonandalignswith theNational InstituteofStandard
andTechnology (NIST)Cybersecurity Framework, the InternationalOrganization for
Standardization (ISO27001), ServiceOrganizationControl (SOC2) and IMSGlobal/1EdTech.

Our information securitywork is verified throughour SOC2 type I attestation,which is
availableon request subject tocustomary non-confidentiality underwriting.Weare also in the
processofobtainingaSOC2 type2attestation,whichweestimatewill be available February
2024at the latest.

Our Controls

Below is a selectionof thecontrolswedeploy. Formore informationonour controls and
information securitywork, just ask us for ourDataSecurity&PrivacyPlanwhichwewouldbe
happy to sharewith You.

Encryption in rest and in transit
All PlatformData are subject toencryptionboth in
transit and in rest

Backgroundchecks
Criminal backgroundchecks are carriedout in
relation to all staff thatmayaccessPlatformData

Continuousde-identificationor deletion
PlatformData arecontinuously de-identifiedor
deleted, for examplewhena studentgraduatesor
Youdecide tono longer useour services

Threatmonitoring
Our security operations center andendpoint
detection response tool allowsus to
continuouslymonitor any threat, exploit or
vulnerability

Privacybydesign
Privacy is an integral part of our engineering
process aswell asother processes (for example
permission levels for data access)

Disaster recovery&backups
PlatformData areprotected from loss through
disaster recoverypolicies, includingdaily
databasebackups

Staff training
Mandatory and recurring trainingson information
security andprivacyguarantees awareness

Securepasswords
For user access,multi-factor authentication and
securepasswords areenforced
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Questions?

We’re happy to share further insights intoour privacy anddataprotectionwork. In thefirst
instance, reachout to your Kognity contractpersonor email us at
dataprotection@kognity.com.

We look forward to radically improving learning togetherwith You!
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